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1
Decision/action requested

Add new solution below to TR 33.807.
2
Rationale

Key Issue #2 on FN-RG authentication and authorization has a very straight-forward solution: re-using existing FN-RG authentication as specified by BBF. We propose to add this solution to TR 33.807.
3
Detailed proposal

*** BEGIN CHANGES ***
It is proposed to add the following solution to TR 33.807. 
All text below is new. No change marks are shown for better readability.
6.Y
Solution #Y: Using legacy FN-RG authentication 

6.Y.1
Introduction

This solution addresses Key Issue #2 FN-RG authentication and authorization. It builts on Solution #23 for WWC "Supporting FN-RG in 5GC" in TR 23.716 [2] but focuses on the security aspects especially and could be used with other solutions for the support of FN-RG in 5GC as well.
6.Y.2
Solution details

The W-5GAN authenticates the FN-RG using legacy FN-RG authentication specified by BBF. This may be based e.g. on the fixed AN inserting the line ID of the FN-RG to a DHCP request. The W-5GAN also authorizes the access of the FN-RG to the 5GC. It is up to operator policy whether a legacy FN-RG using legacy authentication is trusted to connect to the 5GC, and to decide on which conditions a legacy FN-RG is authorized to do so.
As specified in Solution #23 for WWC in TR 23.716 [2], the W-5GAN indicates to the AMF that it has authenticated the FN-RG and no authentication is to be performed by the 5GC. The AMF then skips 5G authentication via the AUSF.

As said above, the 5GC relies on the W-5GAN to perform authentication and authorization. This implies that the 5GC relies on the security of the interfaces between W-5GAN and 5GC, see Key Issue #3: Transport security for the interfaces between W-5GAN and 5GC.
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

*** END CHANGES ***

